Abstract-This paper presents the characterization of the sensitivity to 14-MeV neutrons of a commercial off-the-shelf 90-nm static random access memories manufactured by Cypress Semiconductor, when biased at ultralow voltage. First, experiments exposing this memory at 14-MeV neutrons, when powering it up at bias voltages ranging from 0.5 to 3.3 V, are presented and discussed. These results are in good concordance with theoretical predictions issued by the modeling tool MUlti-SCAles Single Event Phenomena Predictive Platform. Then, this tool has been used to obtain soft error rate predictions at different altitudes above the Earth's surface of this device versus its bias voltage. Finally, the effect of contamination by α particles has also been estimated at said range of bias voltages.
I. INTRODUCTION
C OMMERCIAL CMOS static random access memories (SRAMs) have recently drawn the attention of researchers and manufacturers of complex electronic systems in fields, such as avionics and aerospace. The reason is their affordable cost and that many modern devices implement error detection and protection mechanisms, such as the well-known error correcting codes [1] , [2] , which make them very reliable to the so-called single event effects (SEEs) [3] .
Hence, these SRAMs can potentially be used in environments where energy efficiency is a real concern [4] . It has been reported that modern SRAMs can keep the information G. Hubert is with the ONERA French Aerospace Laboratory, 31055 Toulouse, France (e-mail: guillaume.hubert@onera.fr).
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Digital Object Identifier 10.1109/TNS. 2017.2682984 even if the bias voltage falls down to 15%-20% of the nominal value, which can be used to effectively reduce the power dissipation [5] . However, as the bias voltage decreases, the critical charge to trigger an SEE decreases as well [6] , [7] . Thus, bitflips are much more likely to occur when the circuit operates at ultralow bias voltage, not far above from the minimum power supply that allows retention of data. This fact is valid for single event upsets (SEUs)-in particular for single bit upsets (SBUs) and for multiple cell upsets (MCUs)-and even for multiple bit upsets (MBUs) with the possible exception of the single event latch-ups. Even electrons, which constitute the lightest charged particles, can provoke bitflips in 45-nm CMOS SRAMs at ultralow bias voltage [5] . Previous studies have pointed out the relationship between the bias voltage reduction and the sensitivity against SEEs in different technologies of SRAMs [8] , [9] . Clemente et al. [10] studied the sensitivity against 15-MeV neutrons of commercial off-the-shelf (COTS) advanced low-power SRAMs, manufactured in the 150-nm CMOS technology, at 0.5-3.3 V. However, to the best of our knowledge, little work has been carried out on COTS SRAMs at ultralow bias voltages under natural radiation: cosmic rays or α emitter impurities.
This paper presents the characterization of the sensitivity of a CMOS SRAM manufactured by Cypress Semiconductor with the 90-nm technology, when powered up at voltages ranging from 0.5 to 3.3 V. Radiation ground tests were performed with 14-MeV neutrons at the GEnerator of NEutrons Pulsed and Intense (GENEPI2) neutron source [11] , [12] . These results were in concordance with theoretical neutron crosssectional predictions issued by the MUlti-SCAles Single Event Phenomena Predictive Platform (MUSCA-SEP 3 ) modeling approach, developed at The French Aerospace Lab (ONERA), Toulouse, France [13] . Soft error rate (SER) predictions at different bias voltages for a spectra, including protons, neutrons, and muons, as well as for α-particles contamination have also been performed with MUSCA-SEP 3 and discussed in this paper.
The performed tests issued up to several thousands of bitflips per round, especially for the lowest power supplies. Very interesting conclusions could be drawn, including a clear trend in the SBU/MCU sensitivity increase at lower bias voltages. The main contributions of this paper with respect to the previous conference version presented at RADiation Effects on Components and Systems [14] instead of the probabilistic methodology presented in [15] ; 2) novel SER predictions obtained with MUSCA-SEP 3 at different low-bias voltages for different environments: ground, avionics, and space; 3) a significant extension of the results regarding the SER predictions for the protons, neutrons, and muons spectra, and for the α-particles contamination.
II. EXPERIMENTAL SETUP
Tests were carried out on one sample of the CY62167EV30LL-45ZXI CMOS SRAM manufactured by Cypress, which has a capacity of 16 Mb. It was configured as 2M × 8 b. Due to a bug in the software that performed the read/write operations on the SRAM, the most significant bit of the address port was permanently set to "0" and hence, only half of the memory was examined. However, according to the manufacturer, this memory comprises two 8-Mb independent blocks, so only one of them was examined. In any case, the number of events that was observed in the memory was significant enough to extract statistical conclusions. The nominal bias voltage of this memory ranges from 2.7 to 3.6 V. However, we verified that even with a bias voltage of 0.45 V, it retained information.
Static tests were carried out: the memory was initially written with the checkerboard pattern (0 × 55); then, it was radiated in rounds of 5 min each, and examined after irradiation. Tests were performed at the GENEPI2 facility, which is located at the Laboratoire de Physique Subatomique et Cosmologie, Grenoble, France [11] . Neutrons were produced with an average energy of 14.2 MeV. The target memory was placed 39 mm away from the neutron source.
The test system comprised a motherboard with a PIC18F85J90 microcontroller, which runs the test software. This device worked with a 20-MHz quartz clock and, experimentally, we observed that it could operate correctly even with a bias voltage of 1.9 V. An extension board with the SRAM under test was attached to it. Both the microcontroller and the SRAM were biased by two independent power supplies, which made possible to tune that of the SRAM from 0 to 3.3 V (Fig. 1) .
The SRAM bias voltage was measured with a Keithley 2001 multimeter directly at the memory board. The three grounds (two for the power supplies and one for the multimeter) were connected near the extension board for an accurate measurement. That means that six shielded cables, with a length of 20 m each, were necessary to build the test system.
In order to effectively tune the voltage of the SRAM to levels below 2.7 V, it was necessary to manually set the address and data buses, as well as the enable signals of the SRAM, to ground. This prevented the activation of the overvoltage protection structures present in this SRAM, which otherwise kept its bias voltage to levels above 2.7 V. Therefore, in each experiment, a 0 × 00 word was always written in the first address in the memory, 0 × 00000, whichever the pattern was. In any case, let us bear in mind that only 1 B was sacrificed in a memory with 8 Mb and, also, this allowed testing and debugging the test software. Schematic of connections and length of the cables. A 100-μF capacitor was placed between the power supply and ground in the microcontroller board, and a smaller one (100 nF) in the SRAM board. The cable shield was connected to the ground output of the 3.3-V power supply. III. EXPERIMENTAL RESULTS WITH 14-MeV NEUTRONS Table I shows the successive tests that were performed. The initial voltage supply was 0.5 V and the last one, 1.2 V. At 1.4 V, the memory was no longer functional. These tests were included in a larger campaign of experiments. Thus, due to logistic reasons, we could not perform more experiments at voltages above 1.2 V.
A. Sensitivity Versus Bias Voltage
Results at nominal voltage (3.3 V, Round H), which were carried out in previous tests in 2013 for a sample of the same batch [15] , have also been included in Table I as reference. In that occasion, SRAMs were set at a fairly large distance from the target (40 cm), to limit the neutron flux to approximately 3 ×10 4 n · cm −2 · s −1 . Under those conditions, the memories were exposed to a fluence of 1.08×10 8 n · cm −2 within 1 h. It must be taken into account that, after that test, the facility was upgraded so the flux neutron value used in the low-power tests presented in this paper was significantly higher (4.5 × 10 7 n · cm −2 · s −1 ).
In rows A-H of Table I , one can roughly observe that, under identical conditions, the number of observed events increases as the power supply decreases. However, those data "as is" cannot be used to estimate the sensitivity of the device, because MCUs need to be extracted from the bulk set of errors. In order to discern SBUs/MCUs from the bulk set of errors, proprietary unscrambling information from Cypress was used, which allowed relating addresses involved in the same multiple event. Affected addresses located at a Manhattan distance lower than 5 were grouped in the same MCU. This threshold distance was chosen to detect cells placed in opposite coins of a 3 × 3 square. Table II shows the MCUs that were detected, and classifies them by their multiplicity. The largest event that was observed was a 10-b MCU, which occurred at 0.5 V.
Finally, Fig. 2 shows the cross section of this device for SBUs to 4-b MCUs, and for different voltage levels. This graph also includes error bars for the experimental cross-sectional calculations, which have been calculated with 95%-confidence intervals, as explained in [16] . Those of 5-to 10-b MCU cross sections were so wide that it was impractical to include them in Fig. 2 . In any case, all the values have also been tabulated in Table III . In this case, it is easy to hint the cross sections for 7-to 10-b MCUs, given the very few number of such events that were observed (not included in Table III for the sake of clarity). Fig. 2 also includes predictions issued from the modeling approach MUSCA-SEP 3 . The calculations of this tool consider a dynamic neutron spectrum issued from a spectrometer and a technological model (i.e., elementary cell topology), determined through a technical analysis and technological parameters, based on the International Technology Roadmap for Semiconductors [17] .
B. Discussion
From the obtained experimental results, it can be easily deduced that the device sensitivity increases as the bias voltage decreases. This sensitivity seems to decrease significantly for the range 0.5-1 V, but for higher voltage values, it clearly flattens (see Fig. 2 ).
As Fig. 2 shows, the predictions for SBUs are in very good concordance with the experimental results. However, there are some problems with the interpretation of MCUs. Apparently, there is a soft increase as the power supply approaches 0.5 V followed by saturation. This saturation is not predicted by MUSCA-SEP 3 . This discrepancy can be attributed to two factors. First, the lack of specific information about the physical layout of the SRAM under test. Second, MUSCA-SEP 3 is a Monte Carlo tool exposed to randomness in such a way that unusual events occur few times, so the uncertainty in the calculation of unusual events is not negligible.
In any case, the predictions match fairly well the experimental results, with the possible exception of the SBU one at 3.3 V. We believe that the reason of such small disagreement is that the experiment with 3.3 V (Round H in Table I ) was carried out at completely different environmental conditions. On the one hand, the neutron fluence was not the same as in Rounds A-G (let us remember that this experiment was made in 2013), and the uncertainty in that fluence value was higher. On the other hand, obviously the physical chip that was tested was different as well. In any case, they can still be considered acceptable, since they are very similar. For 4-to 10-b MCUs (not shown Fig. 2 ), error margins in the experimental cross sections are so high that it is impossible to reach any sound conclusions. Maybe the main point of disagreements between predictions and experimental results is the fact that MUSCA-SEP 3 did not predict events with multiplicity greater than 5, but experimentally, MCUs with larger multiplicities were observed. Thus, two 6-b MCUs were observed at 0.7 and 1 V, respectively; a 7-b MCU was observed at 1 V; and a 10-b MCU was observed at 0.5 V (Table II) . This is due to the fact that MUSCA-SEP 3 does not use exact data about the topology and internal organization of the memory cells, because this is the proprietary information of the manufacturer. Approximations must be used instead and, as a consequence, the provided absolute values might disagree. However, the changes observed in the sensitivity of the memory at different voltages match quite accurately the experimental values (Fig. 2) . Hence, we can postulate MUSCA-SEP 3 as a good tool to make SRAM cross-sectional predictions at low bias voltages.
In these experiments, no microlatchups were observed. However, other authors, such as Hands et al. [18] , did report events with multiplicity up to 150 (which they attributed to microlatchups) in very similar 90-nm Cypress SRAMs. In that case, two samples of Cypress CY62148ELL and CY62148EV30LL were irradiated with fusion-produced neutrons at 14 MeV, at the ASP facility at the Atomic Weapons Establishment, Berkshire, U.K. [19] . In that case, the tested samples belonged to a different batch as the one that was tested in this paper, which clearly indicates that the manufacturer solved this problem in the release of further batches of the CY62148EV30LL SRAM. In addition, Samaras [20] also reported a very high susceptibility of the CY62148EV30LL45ZSXI and CY62167EV30LL45ZXA 90-nm Cypress SRAMs to suffer microlatchups when exposed to heavy ions at nominal bias voltage. Although the work in this paper does not target radiation effects caused by heavy ions, in the future, it would be interesting to carry out similar tests at ultralow bias voltage, too.
By checking the sensitivity trends in Fig. 2 , it can also be observed that the SBU sensitivity significantly increases at very low voltages, especially at near-threshold ones, contrarily to that of MCUs. This trend is consistent with the results presented by Pawlowski et al. [21] , where it can be observed that the sensitivity for all types of MCUs barely increased in the range of 0.3-1 V.
The shape of the observed MCUs has also been analyzed. These results are shown in Fig. 3 , which is a physical representation of the SRAM bitcell topology. The memory that was examined implements bit interleaving, and we obtained the physical location of the observed bitflips by using proprietary unscrambling information from the manufacturer. The 2-b MCUs were first studied in greater detail, since they were numerous enough to extract some conclusions. The types of the observed 2-b MCUs are described in Fig. 3(a) .
The percentages of observed events of each type are described in Table IV . In all the cases, the most often 2-b MCU was H1, followed by V1. Diagonal ones were also representative, whereas other types of horizontal and vertical ones, as well as the knight-jump ones occurred very few times. In addition, it seems that, as the bias voltage decreases, the H1 type of event is less likely to occur. We believe that this is due to any technological and proprietary parameters of the memory to which, as users, we do not have access.
The shapes of large MCUs were also studied [ Fig. 3(b) ]. It can be observed that they were linear or almost linear (following a horizontal, vertical, or diagonal distribution). This is clearly due to an ionizing particle displaced as a consequence of the interaction with the impinging neutron, which flips cells along its track until it loses all its energy. If microlatchups had occurred, a complete block of information would have been affected completely, and this is not the case. Fig. 3 also shows the bit values of the affected cells before the bitflips occurred. There are distributed roughly 50%-50%; hence, there is no dependence in the value (0 or 1). However, an additional interesting fact can be observed: all the bit values belonging to the same MCU are the same. Since the experiments were carried out with the checkerboard pattern (0 × 55), this means that all the affected cells were placed in the same logical column. The reason being, in our opinion, that the power lines of the memory cells are distributed vertically.
IV. SER PREDICTIONS ISSUED BY THE MUSCA-SEP 3 MODELING TOOL
This section discusses the impact of ultralow bias voltage for the 90-nm SRAM for an atmospheric environment. Results are based on MUSCA-SEP 3 predictions thanks to the 90-nm SRAM sensitivity model deduced from experiments analyzed in Section III. Two radiation fields have been discussed: ground and avionic, which have been issued from the modeling tools ATMOspheric RADiation (ATMORAD) [22] .
A. Cross-Sectional Calculation Based on MUSCA-SEP 3
MUSCA-SEP 3 is a soft error prediction platform based on a Monte Carlo approach that allows obtaining a complete simulation, ranging from the interaction of radiation particles with the matter to the occurrence of an SEE in the integrated circuit. The principle of the modeling is discussed in previous works [13] , [23] .
To model the 90-nm SRAM (planar bulk technology) devices, it is necessary to describe the active zones (drains and sources) and the shallow-trench isolation topology. The methodology includes a general design specification (GDS) extractor, which allows deducing these details from GDSII files. Concerning the 90-nm SRAM studied in this paper, a reverse analysis was performed to deduce the elementary cell topology and the organization between adjacent cells (MCU investigation). The results of this analysis were presented in a previous work [24] .
Concerning interactions, GEANT4 was used to develop and to integrate databases containing electron-hole pair densities induced by nuclear and ionization physical processes. Electron-hole pair's depositions occurring close to the sensitive areas were modeled from the 3-D morphology database as a function of the ion energy, type, and incidence angle [25] .
Transport and collection mechanisms in the active area are crucial to evaluate the impact at semiconductor level (charge or transient). Indeed, 3-D carrier morphology evolves according to mechanisms as well as drift (electric field), diffusion (carrier concentration gradient), collection, and recombination processes. Bipolar amplifications can also be considered. Analytical models describing the transport and collection mechanisms were mainly issued from Technology Computer Aided Design simulations, and calibrated for investigated technological nodes.
Thus, MUSCA-SEP 3 aims at calculating SEE cross sections, including neutron, proton, muon, alpha, and heavy ion contributions. It is important to note that nuclear and coulomb processes were simultaneously considered, which is crucial for protons. Conventional methods to calculate the cross section consist in calculating the ratio between the number of events and the particles fluence. Therefore, a more realistic approach consists in defining the probability of obtaining a given number of SEEs during a given time and for a given flux level [26] .
B. Methodology to Calculate the Atmospheric SER
The sensitivity against SEEs of advanced nanoscale electronic devices is expected to increase, and recent studies have demonstrated the occurrence of SEEs due to cosmic-ray showers, which are composed by neutrons, protons, and muons [27] - [30] . The type of secondary radiations and their intensity depend on the altitude, the geomagnetic latitude, and the Sun's activity. For example, at sea level, muons are the most numerous terrestrial species. Thus, it is necessary to take into account the neutron, proton, and muon spectrum in order to assess the SER, particularly for ultralow bias voltage conditions, for which the critical charge is very low.
In order to study the effects of SEEs, it is also necessary to take into account the emitter alpha problem induced by the contamination of the materials (wafer, package, and radioactive specific materials in passivation and metallization layers).
The methodology that allows calculating the atmospheric SER is based on the following:
where
, and SER α stand for the differential spectrum, the SEE cross section, and the alpha SER, respectively. The p index designates the particle type, i.e., neutron, proton, or muon. SEE cross sections were calculated thanks to MUSCA-SEP 3 . In this paper, the atmospheric radiation fields (ground and avionic) were deduced by means of an atmospheric radiation model named ATMORAD [22] , which is based on GEANT4 simulations of extensive air showers according to primary spectra which only depend on the solar modulation potential (force-field approximation [31] , [32] ). Moreover, the solar potential is deduced from measurements issued from the neutron spectrometer operated by ONERA [33] , [34] in the Pic-du-Midi (France, +2880 m above sea level) and the Concordia scientific station (Antarctica). The ground environment has been characterized by the geomagnetic location and altitude of the city of Toulouse (France, 141 m above sea level), whereas a Paris-Los Angeles flight has been considered to investigate the avionic conditions. Concerning alpha radiation impurities, they can be found in some packaging materials and chemicals used in the fabrication process of the chip. The emission can range widely depending on the quantity and purification grade of the materials. MUSCA-SEP 3 can be adapted to investigate and quantify the α-SER contribution. However, the material properties required to define the α-emissivity types and their locations are rarely available. The alpha emitter contamination effect is considered as the sum of the package and wafer contributions In this first approach, we have considered a constant value for ε wafer of 5 × 10 −4 α · cm −2 · h −1 . This value was selected, because it is typically considered for wafer emissivity [35] - [37] and because it corresponds to a hyperlow-alpha (H.L.A. [38] ) grade for package contamination. In fact, four alpha emission categories can be considered for ε package :
In order to simplify the calculations, the alpha energy is considered equal to 6.5 MeV. This approach constitutes a very first step for determining the order of magnitude to be compared with the other contributions of concern (neutrons, protons, and muons). Fig. 4 shows the ground and avionic radiation fields, including the neutrons, protons, and muons spectrum. Although it was mentioned that a Paris-Los Angeles flight was considered to study the avionic conditions, Fig. 4(b) shows the spectrum of the instantaneous geomagnetic position: latitude = 61.35°, longitude = −64.18°, and altitude = 11.58 km. Nevertheless, SER calculations discussed in Section IV-C2 consider the total flight.
C. SER Experimental Results
1) SER for Ground Radiation Field: SER predictions at ground level were first carried out with MUSCA-SEP 3 . Fig. 5 shows the calculated SER due to α particles, which was obtained considering U.L.A., H.L.A., L.A., and standard emission categories. Note that, for the sake of clarity, the curves for H.L.A. and U.L.A. have been multiplied by 100, and that of L.A. has been multiplied by 10. Besides, the SERs attributed to neutrons, protons, and muons are shown in Fig. 6 as a function of the bias voltage. In Fig. 6(a) , different types of events multiplicity are categorized from SBU to 6-b. In this case, curves for 4, 5, and 6 b have also been multiplied by 10. Both results allow evaluating the global SER for ground environment. As both the figures show, the voltage decrease induces an increase in the SEU susceptibility below 1.3 V. For this technology, α-SER is the main contribution if the emission category is L.A. (Fig. 5) . Besides, the orders of magnitude issued from calculations are consistent with underground experiments [22] , [39] .
It is also interesting to investigate the separate neutrons, protons, and muons contributions to the SER, particularly at ultralow bias voltages. Thus, for the SER corresponding to SBUs in Fig. 6(a) , these separate contributions have been calculated and shown in Fig. 6(b) . The results suggest that muon-induced upsets start affecting the SER when the SRAM memory operates at bias voltages below 1.2 V.
2) SER for Avionic Radiation Field: This section presents a similar analysis, but applied to the avionic environment (in particular, for heights at which commercial flights operate, ∼12 km). The results are shown in Fig. 7 . Fig. 7(a) shows the SER versus bias voltage, categorizing the events by multiplicity (from SBUs to 6-b MCUs). As in the ground environment results, the SER increases as the bias voltage decreases, and it skyrockets when the SRAM is powered up at 1.2 V or below. The contributions of neutron, proton, and muon are shown in Fig. 7(b) , and demonstrate that the main contribution is due to neutrons, regardless of the bias voltage. The contribution of muons start to become significant below 1.2 V, but it is still lower than that of the protons in all of the cases (note that Fig. 6 (b) shows the opposite for ground level, as expected). It would be interesting to conduct a similar analysis on more integrated technologies, mainly to investigate the contribution of the direct ionization of protons.
Another interesting analysis that has been performed consisted in evaluating the total number of SEUs observed during commercial flights. Fig. 8 shows predictions issued by MUSCA-SEP 3 for SEUs; in particular, for a Paris-Los Angeles flight, and distinguishing the contributions of SBUs and MCUs separately. These predictions have also been cross checked with actual results. In 2009, an experimental platform developed by the authors, including 1 Gb memory built with 64 16-Mb 90-nm Cypress CY62167EV30LL-45ZXI SRAMs, was used for SEU detection during said flights [40] . These memories belonged to a different batch than the ones tested at low voltage (Table I) . Among them, it is remarkable to mention a Paris-Los Angeles flight, during which 15 bitflips were detected (6 SBUs, 1 double MBU, 2 double MCUs, and 1 triple MCU). These data (6 bitflips due to SBUs and 9 bitflips due to MBUs/MCUs) were in good agreement with the estimations. They are also shown in Fig. 8 . In that case, the SRAMs were powered up at nominal bias voltage.
V. CONCLUSION
This paper has presented the sensitivity characterization of the COTS CMOS 16-Mb SRAM CY62167EV30LL-45ZXI manufactured by Cypress Semiconductor, when powered up at ultralow bias voltage. First, experimental results carried out with 14-MeV neutrons at GENEPI2 facility have shown a clear evidence of the increase in the neutron cross section at ultralow bias voltages, especially below 1.3 V. These results were mostly in concordance with theoretical cross-sectional predictions issued by the modeling tool MUSCA-SEP 3 . However, discrepancies on MCUs at lower voltages were found, which have been attributed to the statistical error made in the predictions with few data. Finally, MUSCA-SEP 3 also issued SER predictions that allowed characterizing the sensitivity of this memory at different radiation fields (ground and avionics); for neutrons, protons, muons, and α particles.
